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ABout THIS GUIDE

This guide provides instructions for you to set up a Metasploit OVF virtual machine on a
VMware ESX or ESXi server. The following sections describe the audience, organization, and
conventions used within this guide.

Target Audience

This guide is for IT and security professionals who use Metasploit Pro as a penetration testing
solution.

Organization

This guide includes the following chapters:

« About this Guide
« Setting Up the Metasploit AMI for Amazon EC2

Document Conventions

The following table describes the conventions and formats that this guide uses:

Convention Description

Command Indicates buttons, Ul controls, and fields. For example,
“Click Projects > New Project.”

Code Indicates command line, code, or file directories. For
example, “Enter the following: chmod +x Desktop/
metasploit-3.7.1-linux-x64-installer.”

Title Indicates the title of a document or chapter name. For
example, “For more information, see the Metasploit Pro
Installation Guide.”

Note Indicates there is additional information about the topic.




Support

You can visit the Customer Center or e-mail the Rapid7 support team to submit questions and
receive support for Metasploit Pro and Metasploit Express. To log in to the Customer Center,
use the e-mail and password provided by Rapid7.

The following table describes the methods you can use to contact the Rapid7 support team.

Support Method

Contact Information

Customer Center

http://www.rapid7.com/customers/customer-login.jsp

E-mail

support@rapid7.com

There is not an official support team dedicated to the Metasploit Framework or Metasploit
Community. If you are a Metasploit Community or Framework user, you can visit the
Metasploit Community for support.

Required Credentials

The following table describes the credentials that you need to deploy the Metasploit OVF
template and to access Metasploit Pro:

Account

Credentials

Ubuntu VM

ubuntu:metasploit [password must
be changed after the first log in]

Metasploit Pro

admin: [password provided after
installation]



http://www.rapid7.com/customers/customer-login.jsp
https://community.rapid7.com/community/metasploit
http://www.rapid7.com/customers/customer-login.jsp
mailto:support@rapid7.com
https://community.rapid7.com/community/metasploit

DEPLOYING THE METASPLOIT
OVF

OVF, or Open Virtualization Format, is an XML file that contains a virtual machine and a
preconfigured template for the virtual machine. You can deploy an OVF template to create a
virtual machine that contains the software that you want to run.

The Metasploit OVF template contains an Ubuntu system with an instance of Metasploit Pro.
You can deploy the Metasploit OVF template on VMware ESX Server or ESXi Server. To
deploy the Metasploit OVF, you can use a VMware infrastructure client, such as vSphere
Client, on a system other than the one that hosts the ESX or ESXi Server.

Before You Begin

The following sections describe the requirements, resources, and applications that are
necessary before you can deploy the OVF template.

Requirements

Before you can download and deploy the Metasploit OVF template, you must meet the
following requirements:

« Have a VMware infrastructure client, such as vSphere client, installed on your system.
o Be familiar with Ubuntu and Metasploit Pro.

Resources

The following resources provide additional information to help you set up and the Metasploit
OVF VM:

« VMWare Help
o Metasploit Community Site



http://pubs.vmware.com/vsphere-4-esx-vcenter/index.jsp?topic=/com.vmware.vsphere.vmadmin.doc_41/vsp_vm_guide/working_with_ovf_templates/t_import_a_virtual_appliance.html
https://community.rapid7.com/welcome

Supported Applications

The Metasploit VM contains the following systems and applications:

e Ubuntu 10.04 LTS
o Metasploit Pro

Downloading the Metasploit OVF Zip

To obtain the Metasploit OVF VM, you must contact Rapid7 support to obtain the download
link for the Metasploit OVF application package. The Rapid7 support team will e-mail you an
FTP link to the OVF zip file.

When you click on the download link provided in the e-mail, the Rapid7 FTP site displays. Log
in to the Rapid7 FTP site to download the file. If you do not have a Rapid7 account, you must
create one. Visit the Rapid7 User Registration page to create an account.

After you log in to the Rapid7 FTP site, follow these steps to download the Metasploit OVF zip:

1. Click the Received link.

<> RAPID7

Securely Deliver and Access Files

‘== View Your Deliveries: Received and Sent
.~ Unread deliveries: 0. Total received di ™jeries: 1.

/"] Create an Express Delivery

Create a package and deliver it in one step

L‘\- ,J Manage Packages

Create, manage, and deliver packages

@ Contacts

Manage your private contacts

k View Reports
' Select pre-defined repaorts

@ o

2. The next page displays the deliveries that are available for you to download. Locate
the delivery with the subject line “Ubuntu VM - MSP (OVF).”

3. Click the subject line. The delivery page displays with the OVF zip provided as an

attachment.
Your Deliveries: Received
Search
| = From Subject Received Last activity Expires
r 3 Alexander Belsky 3 Ubuntu VM - MSP. %VH & 02/29/2012 02:44PM 03/15/2012 06:37 PM
Delete

Items|1 tolofl



mailto:support@rapid7.com
https://filetransfer.rapid7.com/bds/Login.do
https://filetransfer.rapid7.com/bds/UserRegister.do

4. Select the OVF zip file and click Download.

Your Delivery

Delete this delvery

Package name Ubuntu VM - MSP {OVF)
To Thao Doan

Subject Ubuntu YM - MSP (OVF)
From Alexander Belsky

Delivery last updated on 02/29/2012 02:44 PM by Alexander Belsky

Secure message
[Mo message]

Notification message

File name Description Date Created
v B nxs-ovfzp 02/29/2012 02:44 FM

Downlofd |

Reply securely |

The zip file is approximately 1 GB. Download times may vary based on your network
connection.

Validating the File

To ensure that the downloaded zip file is not corrupt, you may want to verify that the ISO
image that you downloaded matches the ISO image on the FTP site. To do this, you need to
perform a SHA1 check.

Windows

To verify the SHA1 hash, you need to download the sha1sum.exe program. Use the following
link to download the sha1sum program: http://updates.metasploit.com/data/shalsum.exe
(signature).

Download and save the sha1sum program to the folder that contains the Metasploit OVM zip
file.

After you download the sha1sum program, open the command line terminal. Enter the file
path to the sha1sum program followed by the path to the Metasploit OVF zip file. Then, press
Enter.

c:\> c:\users\username\Desktop\SHA\shalsum.exe
c:\users\username\Desktop\SHA\metasploit latest ovf.zip
708573f££d188567322e13e192a2721c68ddff

Check the hash value with the SHA1 value from the FTP server.



http://updates.metasploit.com/data/sha1sum.exe
http://updates.metasploit.com/data/sha1sum.exe 

Linux

To verify the SHA1 hash, type the following command at the command line to calculate the
SHA1 hash for the Metasploit OVM zip file: shalsum /path/to/file. Replace /path/to/
file with the full path to the Metasploit OVM zip file.

user@computer-name:~$ shalsum NX5-ovf.zip
708573£££d188567322e13e192a2721c68ddff Metasploit latest ovf.zip

Deploying the Metasploit OVF to VMware ESX
and ESXi Servers

The following instructions describe how to deploy an OVF template with vSphere Client.

Download the Metasploit OVF application package.
Unzip the file.
Open and log in to vSphere Client.
Select File > Deploy OVF Template. The Deploy OVF Template Wizard appears.
Browse to the location of the OVF file and select it.
=lol x|

Source
Select the source location,

ok owbd =

Deploy from a file or URL

Ian\,Desktop\,I'~"Ietasp|0it4_RELEASE\,Metasploit‘l_RELEASE.ovf ~|  Browse... |

Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help | < Back | Next = I Cancel
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6. Click Next. The OVF template details display.

3 Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
Mame and Location
Datastore

Disk Format
Metwork Mapping
Ready to Complete

7. Verify the details, and then click Next.

8. On the Name and Location screen, you can change the name of the virtual
machine.

% Deploy OVF Template

Name and Location
Spedify a name and location for the deployed template

Source
OVF Template Details
Name and Location
Datastore

Disk Format
Metwork Mapping
Ready to Complete




9. On the Datastore screen, select where you want to store the virtual machine files.

FF Deploy OVF Template - | Ellll
Datastore
Where do you want to store the virtual machine files?
Source Select a datastore in which to store the VM files:
OVF Template Details = = - ProvEioned F T Thin Provisioni 2
s
Name and Location ame | apacity | Provisioned | ree | Type | Thin Provisioning | Access
[datastorel] 1.82TB  957.99 GB 90176 GB VMFS Supported Single
[datastoreZ] 1.81TB 57117 GB 1.25TB VMFS Supported Single
< | i
< Back | MNext = | Cancel |
4

10.0n the Disk Format screen, select the format that you want to use to store the

virtual disks. You can choose between thin and thick. The thin provisioned format is
recommended.

FF Deploy OVF Template - | Ellll
Disk Format
In which format do you want to store the virtual disks?

source Information about the selected datastore:

OVF Template Details

MName and Location Mame: datastore 1

Datastore Capacity: 1L8TE

Disk Format Free space:  901.8GB

Network Mapping Select a format in which to store the virtual machines virtual disks:
Read r

' Thin provisioned format

The storage is allocated on demand as data is written to the virtual disks. This is

supported only on VMFS3 and newer datastores, Other types of datastores might
create thick disks.

Estimated disk usage: 1.9 GB

" Thick provisioned format
All storage is allocated immediately.
Estimated disk usage: 240.0 GB

Help | < Back | Next = I Cancel |

4
11.0n the Network Mapping screen, map the networks in the OVF template to the




networks in your inventory.

[=¥ Deploy OVF Template = | Ellll

Metwork Mapping
What networks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory
Mame and Location
Datastore Source Netwarks | DestinationNetworks |
Disk Format nat Maonitor Network |
Network I i
Ready to Complete
Description:
The nat network ;I
[

Help | < Back | Next = I Cancel |

4

12.0n the Ready to Complete page, review the deployment details and click Finish.
Deployment may take a few minutes.

7 Deploy OVF Template - | Ellll
Ready to Complete
Are these the options you want to use?

Source

OVF Template Details
Mame and Location

When you dick Finish, the deployment task will be started.
Deployment settings:

Datastore Ci s
Disk Format ’ -5 MB
T Size on disk: 1.9GB
Network Mapping Name: Ubuntu 10,04 LTS x64
Ready to Complete Host/Cluster: qal.0x0e.local
Datastore: datastore1
Disk Format: Thin Provisioning

Estimated disk usage: 1.9 GB
Metwork Mapping: "nat” to "Monitor Network™

Help | < Back | Finish I Cancel |

4

13. After the deployment is complete, you need to open the deployed image and set up
the virtual machine.




SETTING UP THE VIRTUAL

After you deploy the Metasploit OVF template, you need to install and set up Metasploit Pro.
When you launch the virtual machine, the command line terminal appears and prompts you to
log in. You must provide the necessary credentials so that the Metasploit Pro set up script can

run the installer.

After the installation completes,

the system displays the account information and address that
you can use to log in to Metasploit Pro. The first time you log in to Metasploit Pro, you must

provide a license key to activate the system. Contact Rapid7 Support for a license key.

The VM does not contain a graphical user interface; however, you can access Metasploit Pro

through a web GUI. The default Metasploit address is https://[VM IP addres]:3790.

Installing Metasploit Pro

Use the following steps to launch the deployed virtual machine and install Metasploit Pro.

1. In vSphere Client, select the deployed virtual machine from the virtual machine list
and click Power On.

File Edit View Inventory Administration Plug-ns Help

E E |@ Home P o8] Inventory b [l Inventory

JJ_J@

G B

B Q W R1 x64
e o
{51 Red Hat Linux 9.0

5 SELENIUMOZ - Ubuntu Lir
s Solaris TTYPrompt

&3 SUPPORTO1

{3 SUPPORTO2 - Nexpose Er
@
{3 VULND2 - Fedora Core 5
{3 VULND3 - Ubuntu 8.04 x6
{3 VULND4 - Windows NT SF
3 VULNDS - Windows 2000
{3 VULND? - Windows XP SP
{3 VULNDS - Windows XP SP
{5 VULN13 - Windows 2008
{3 VULN1G - Ubuntu 9.10 Dz
3 VULN17 - SUSE 11

3 VULN1E - Windows Vista !
{3 WULN1S - Ubuntu 9.04
3 VULNZS - Ubuntu 8.04
s VULNZ? - Solaris 10 x86
{1 VULN42 - Unreal TRCD 3.
G VULN43 - Mercury32

[ VULN44 - MSSQL Payload
G WULN4S - Zabbix Agent 1.
& WULN4G - Free Download
1 VULN48 - DRB syscall

h VULN4g -

2000 titpdwin |«
4 I »

Recent Tasks

2 P
Ubuntu 10.04 LTS x64
L Summary ' ResourceAllocation ' Performance ' Events ' Console  Permissions

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Virtual Machines / Jk\
'~ \Jv

Because every virtual machine is an isolated computing U

environment, you can use virtual machines as desktop or

workstation environments, as testing environments, or to
consolidate server applications

Virtual machines run on hosts. The same host can run
many virtual machines

Basic Tasks
[» Power on the virtual machine

B Edit virtual machine settings

4 |

Name, Target or Status contains: ~ I Clear *®
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2. Click the Console tab.

3. When the Ubuntu login appears, use the following credentials to log in to the
Metasploit VM for the first time: ubuntu:metasploit.

Ubuntu 10.04 LTS x64

Ubuntu 10.04.3 LTS ubuntu ttyl

ubuntu login:

4. The next prompt asks you to change the password for the VM. Enter the current
password (metasploit) to proceed.

5. Enter the new password that you want to use for the VM. Then, re-enter the
password again.

Ubuntu 10.04.4 LTS wbuntu ttyil

ubuntu login: wubuntu

Passuword:

You are required to change your password immediately (root enforced)
Changing password for ubuntu.

(current) UNIX password:

Enter new UNIX password:

Retype new UNIX password:

6. The installation begins and can take a few minutes to complete. After the
installation completes, the system displays the user name and password for
Metasploit Pro. You must copy this information so that you can use it to log in to

Metasploit Pro later. You can change the user name and password after you log in
the first time.

The following image shows that the user name and password is admin:1234567
and the local address for the Metasploit Pro instance is https://ubuntu:3790.

[#] Rumning Metasploit Pro setup script.

[#] Starting wnattended Metasploit Pro installer.

[#] Please stand by, this will take a feu minutes.

[sudo] password for ubuntu:

[sudo]l password for ubuntu:
Generating initial Postgres database.
Generating SSL certificate and initial API key.
Creating a Metasploit Pro user named admin.
Please wait while the environment is loaded.

Creating user 'admin' with password ' 1234567 '

User admin has been created, please change your password on login.
Metasploit user created!

This Metasploit Pro instance can be accessed at: hittps: - ubuntu:3790
The current API key is: kNOy4G50de7oHtLZ9uAMHNOepXSuuibu
Installation Finished.

The latest Metasploit Pro documentation can be found at:

https:rscommunity.rapid?.comn/community- metasploit?view=documents
ubuntuBubuntu:™$

11



Activating Metasploit

1. Open a web browser on your local machine.
2. Browse to https://[VM IP address]:3790.

Note: To find the IP address for the VM, run ifconfig on the VM.

3. When the Activation page appears, enter the product key and click Activate
License.

Note: Contact support@rapid7.com to obtain a product license key.

@metasploit”

Activate Metasploit

Activate

Need a new product key? Register your Metasploit license herel

Product Key
Use an HTTF Proxy to reach the intemet?

#°  Mctivate License

Offline Activation Files

eived an offline activaion file, it can be uploaded via the Offline Activation fos

*RAPID7

After you activate Metasploit, you should change your password. To change your password,
select Account > User Settings.

Now, you are ready to use the Metasploit VM. Please visit the Metasploit documentation for
more information on how to use the Metasploit products.

12
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	Note: To find the IP address for the VM, run ifconfig on the VM.
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