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ABout THIS GUIDE

This guide provides instructions for you to set up a Metasploit AMI on Amazon EC2. The
following sections describe the audience, organization, and conventions used within this
guide.

Target Audience

This guide is for IT and security professionals who use Metasploit Pro as a penetration testing
solution.

Organization

This guide includes the following chapters:

« About this Guide
« Setting Up the Metasploit AMI for Amazon EC2

Document Conventions

The following table describes the conventions and formats that this guide uses:

Convention Description

Command Indicates buttons, Ul controls, and fields. For example,
“Click Projects > New Project.”

Code Indicates command line, code, or file directories. For
example, “Enter the following: chmod +x Desktop/
metasploit-3.7.1-linux-x64-installer.”

Title Indicates the title of a document or chapter name. For
example, “For more information, see the Metasploit Pro
Installation Guide.”

Note Indicates there is additional information about the topic.




Support

You can visit the Customer Center or e-mail the Rapid7 support team to submit questions and
receive support for Metasploit Pro and Metasploit Express. To log in to the Customer Center,
use the e-mail and password provided by Rapid7.

The following table describes the methods you can use to contact the Rapid7 support team.

Support Method

Contact Information

Customer Center

http://www.rapid7.com/customers/customer-login.jsp

E-mail

support@rapid7.com

There is not an official support team dedicated to the Metasploit Framework or Metasploit
Community. If you are a Metasploit Community or Metasploit Framework user, you can visit
the Metasploit Community for support.

Resources

The following resources provide additional information to help you set up a Metasploit AMI:

Amazon EC2 User Guide

Amazon EC2 Getting Started Guide

Amazon EC2 Elastic IP Configuration Guide

Metasploit Pro Getting Started Guide

Metasploit Pro User Guide

Metasploit Community Site

Supported Applications

The Metasploit EC2 image contains the following applications:

Vim

SSH

Links

Lynx
Metasploit Pro

Ubuntu 10.04 LTS Base Install



http://docs.amazonwebservices.com/AWSEC2/latest/GettingStartedGuide/Welcome.html?r=2508
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/Welcome.html?r=968
http://aws.amazon.com/articles/1346
https://community.rapid7.com/docs/DOC-1570
https://community.rapid7.com/docs/DOC-1567
https://community.rapid7.com/community/metasploit
http://www.rapid7.com/customers/customer-login.jsp
mailto:support@rapid7.com
https://community.rapid7.com/community/metasploit
https://community.rapid7.com/community/metasploit
https://community.rapid7.com/community/metasploit

SETTING UP THE METASPLOIT
AMI

If you have an Amazon Web Services (AWS) account, you can set up an Amazon Machine
Image (AMI) to use Metasploit from the cloud. An AMI is a machine that stores the information
that is necessary to launch an instance of Metasploit and uses the Amazon EC2 web service
to run from the cloud.

Before You Begin

Before you can begin, you must familiarize yourself with Metasploit Pro and the operating
systems that the Metasploit AMI contains, such as Snort, Ubuntu, VIM, SSH, Links, and Lynx.

Amazon Web Services Account

If you do not have an AWS account, you must create one. To create an account, go to http://
aws.amazon.com. Find and click the Sign Up Now button. When the Create an AWS
Account window appears, complete the onscreen instructions.

Setting up the Metasploit AMI

1. Log in to the Amazon Web Services at http://aws.amazon.com.
2. Select My Account/Console > AWS Management Console.

amazon Sign Up My Account/ Console ‘E English «
web services
AWS Management Console
AWS Products & Solutions v Entire Site I My Account upport
Account Activity
Usage Reports
. Security Credentials  —
Innovation.
- Get Started with a
Powered by Amazon Web Services Free AWS Account
Low Cost Instant Elasticity Open & Flexible Secure
Pay-as-you go, no Instantly deploy your If it runs in a data Utillize a secure
upfront expenses or application. Scale center, it can run technology platform
long-term commitments. resources up or down on AWS. You have full built and managed by
based on demand control. Amazon.



http://aws.amazon.com
http://aws.amazon.com
http://aws.amazon.com

3. Click the Amazon EC2 tab and click Launch Instance.

AWS Management Console Amazon EC2

Thao Doan ™ | Help ¥
N1 Elastic Beanstalk | $3 |EC2 | VPC | CloudWatch | Elastic MapReduce | CloudFront CloudFormation RDS | ElastiCache SQS | IAM| SNS | SES | Route 53 DynamoDB | Storage Gateway  SWF
Amazon EC2 Console Dashboard
Region:
= US East (Virginia) + Getting Started = My Resources =
EC2 Dashboard You are using the following Amazon EC2 resources in the US East Refresn
astiboar To start using Amazon EC2 you will want to launch a virtual server, known as (Virginia) ,Eggmm 9 AEE
Scheduled Events an Amazon EC2 instance.
= INSTANCES @ 0Running Instances @ 0ElasticIPs
Spot Requests » 0EBS Volumes 0 EBS Snapshots.
Reserved Instances Note: Your instances will launch in the US East (Virginia) region. .
® 0Key Pairs 2k 0 Load Balancers
=) IMAGES
AMIs "4l 0 Placement Groups & 2 security Groups
Bundle Tasks Service Health =
=) ELASTIC BLOCK STORE || g i oo Scheduled Events =
Valumes
snapshots St Sty Cotails @ US Eost (Virginia):  No events 2 Rofresh
=) NETWORK & SECURITY &  ~Amazon EC2 (US East - N. Virginia) Service is operating normally
Security Groups > View complete service health details Related Links =
Elastic 1Ps
placement Groups Availability Zone Status > Getting Started Guide
Load Balancers Current Status Details » Documentation
Key Pairs
Network Interfaces @ useast1a Availability zone is operating normally > All EC2 Resources
o ) ) > Forums
& us-east-1b Availability zone is operating normally
> Feedback
@ us-east1c Availability zone is operating normally
> Report an Issue
@ us-east1d Availability zone is operating normally
4. When the Create a New Instance window appears, choose Launch Classic
Create a New Instance Cancal [

Select an option below: Launch with the Classic Wizard

& Classic Wizard
Launch an On-Demand or Spot instance
using the classic wizard with
fine-grained control over how it is

launched.
Request Instances Wizard Zansa ¢
o the tabbed ists bedoy ita Select buston,
€ Quick Launch Wizard COCE [ vy~ [ commanty soa:
Basic 32-bit Amazon Linux AMT 2011.02.1 Beta (AMI Id: amiBc1feces)
Launch an On-Demand instance using o 2an L AV 5050 2011021, B85 D3k, 32+l SENESCare i Amazin ¥ D
an editable, default configuration so that Rual Device Sice: §

you can get started in the cloud as

C 64 bt Amaron Linux AMI 2011071 Beta (AMI 1d: ami-Ds1Tece?)
quickly as possible. b

e4-bit srchivacurs wi

* 30110

ot

2 AMI Toois. P Lkl LS
Roat Device Size: & 63

el BN Cratweprise Linuee 6.1 352 bit (001 (d: ami-Ocbiedng)
tarrise b, 32-bit

Linus varsen 6.1, EBS-boo . Seect_ L
768

[ L

Red Hat Enterprise Linu 6.1 64 bit {8ML 1d: ami-5e537637)
O rodris  Rec Hat ENEOTERSG LUK WErmen 6.1, EBS-5S0E, GA-Di
Roat Davice Size: & 63

Eea

o T

AWE: Tron tar T

Submit Feedback Getting Started Guide




5. Click the My AMIs tab. The wizard displays a list of AMIs that you own.

Request Instances Wizard Cancal [%

O

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button.

Quick Start Community AMIS

Viewing: | Owned By Me j |-Search No Items

You do not own any Images.
Use the select box above to view Images owned by Amazon and others.

=
6. Click the Viewing list and choose All Images.
Request Instances Wizard Cancel [%
)
Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button.
Quick Start Community AMIS
— " |
Viewing: IOwned By Me =] [Search =
Owned By Me
Amazon Imieges You do not own any Images.
Public Images select box above to view Images owned by Amazon and others.
Private Images
EBS Images
Instance Store Images
32-bit
64-bit
=

7. Enter the AMI ID for the Metasploit EC2 image in the search field. The latest
Metasploit AMI ID is ami-9a07dbf3 and press enter to perform the search.

Note: The Metasploit AMI ID differs for each version. If you want to view additional
images that are available, you can search for “Metasploit” instead of the AMI
ID. However, Rapid7 can only ensure the validity of images that use the AMI




IDs that Rapid7 specifies.
Request Instances Wizard Cancel %

CHOOSE AN AM|

Choose an Amazon Machine Image

11) from one of the tabbed lists below by dlicking its Select button.

Quick Start m Community AMIs

Viewing: |AH Images j |ami-cT6ebBac +— - 1to 50 of 2838 tems  $ 2|
AMIID Root Device Name Platform
@ ami-000af963 instance store | bitnami-cloud/wordpress/bitnami-wordpress-3.1-0-lin -ij Ubuntu =
&1ami-0011e069  instance store | clow-standard-2011-01-07-16-01-33/clovr-standard-20  {\ Other Linux
@ ami-0022c769  instance store | level22-ec2-images/ubuntu-7 04-feisty-base-2007122 otj Ubuntu
2] ami-002dd269 | ebs 293077032498/xsd.web.server &Y Windows
@ ami-0032c769 | ebs 816268476753/cit-c-2-5-1285003210 A Windows
@) ami-00528069 | ebs 51962089144 3/hbase-hive-lucid-amd64-3 A Other Linux
@ ami-0055ad69 = ebs 962722313162/ubuntu-jenkins-slave otj Ubuntu
@ ami-0053bb69 | instance store = elasticbamboo/elastichamboo-2_5-rc1-126111436914 4_'\ Other Linux
@ ami-005daf69 ebs amazon/ElasticBeanstalk-Tomcat6-64bit-20110322-2 Amazon Linux
@ ami-005db369  instance store | alestic-64/ubuntu-8 04-hardy-base-64-20081222 mar otj Ubuntu
@ ami-005dba6%  instance store  rbuilder-online/new-example-1-x86_64_20133.img.m ,:_'\ Other Linux =l
8. Select the AMI that you want to create.
Request Instances Wizard Cancel X

CHOOSE AN AMI

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button.

Quick Start m Community AMIS

Viewing: |AH Images j |am|—cTGeb8;ae £ 1to 1 of 1 Items
AMIID Root Device Name Platform
i@l ami-cTGebBae  ebs 641623729616/Metasplait_4_1_4 {\ Other Linux

a

9. Define the instance details, which determine the number of instances and type of
instances you want to create.The large instance type, m.large, is recommended.




Click Continue.

Request Instances Wizard Cancsl %
O

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or
"spot” instances.

Number of Instances: [ Instance Type: | yjicro (t1.micro, 613 MB) M

@ Launch Instances

ECZ Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.
Launch into: & gc2

Availability Zone: Mo Preference =

' Request Spot Instances

10.Define the advanced details for the instance, which determine the amount of kernel
or RAM disk that you want the instance to use. The default values are
recommended. Click Continue.

Request Instances Wizard Cancal [%
O

Number of Instances: 1

Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable CloudWatch
Detailed Monitoring or enter data that will be available from your instances once they launch.

Kernel ID: Use Defautt vI RAM Disk 1D: IUse Default vI

Monitoring: Tl Enable Cloudwatch detailed manitoring for this instance
{additional charges will apply)

User Data:

& astext

© as file I basesd encoded
Termination [T Prevention against accidental termination. Shutdown Behavior: Ismp vI
Protection:

Choose the behavior when the instance is
shutdown from within the instance.

11.Add tag to the instance to help you organize and search for resources. Then, click




Continue.

Request Instances Wizard Cancal [

Add tags to your instance to simplify the administration of your ECZ infrastructure. A form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and value
= Webserver. You can add up to 10 unique keys to each instance along with an optional value for each key. For more
information, go to Using Tags in the EC2 User Guide.

Key Value Remove
Metasploit F 4
X

Add another Tag. (Maximum of 10)

12.Create a key pair. To create a key pair, enter a name for the key pair and then click
the Create and Download your Key Pair link. Your local system prompts you to

save the key pair. Remember where you save the key pair because you need to
access this information again.

After you create the key pair, click Continue.

Request Instances Wizard Cancel [x

Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a name and
click Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Note, you only
need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance.

-
' Create a new Key Pair

1. Enter a name for your key pair:* |MSPro (e.g., jdoekey)

2. Click to create your key pair:*
% Create & Download your Key Pair

Save this file in a place you will

remember. You can use this key pair to
launch other instances in the future or visit
the Key Pairs page to create or manage
existing ones.

' proceed without a Key Pair

Back

13.Create a security group. To create a security group, you must define the group
name, group description, and inbound rules. You must create an inbound rule that
defines the TCP and UDP ports that are open to your target range.




Ports 22/TCP and 3790/TCP must be available on your system. The following
image shows the inbound rules that you can create for the instance.

For example, the first rule defines 8.8.8.0/24 as the range that you want to test. The
second and third rules define 9.9.9.9/32 as the IP address for the attacking
machine and the ports that are open to the instance.

Click Continue after you define the inbound rules.

Request Instances Wizard Cancel | x
)
L
COMFIGURE FIml WALL
Security groups determine whether o network port ts open o blocked on your iINnstances. You may use an existing security group, of we
Can help you Create & new security group bo allow BO0Ess to your instances using the suggested ports below. Add addional ports now o
update your Security group anytime using the Security Groups page

O choose one or more of your existing Security Groups

® Create a new Security Group

Group Nama | Metaspicit J

Group Dascription |ows All Pons to my Targets|
Inbound Rules

Create a Custom TCP rule & TCP
mew rule:
) Port (Service) Source Action
Port range: |
1 - 65535 B.B.8.0/24 Delete
{e.9., BD or 49152-65535)
3790 9.9.9.9/32 Delete
Source:  [0.0.0.00
H .9.9. I
{e.9., 192.168.2.0/24, sg-47add82e, or 1 ':55 } 9.9.9.%/32 Dulote
13345678540 delault)
|[5F Agg rue
=
Back Continue | 4




14.The next window displays the details for the instance. Verify that the settings for the
instance are correct and launch the instance.

Request Instances Wizard Cancel [x

O
REVIEW
Please review the information below, then click Launch.
AMI:
C‘ Other Linux AMI ID ami-c76eb8ae (xB6_64) Edit AMI
Number of Instances: 1
Availability Zone: No Preference
Instance Type: Micro (t1.micro)
Instance Class: On Demand Edit Instance Details

Meonitoring: Disabled Termination Protection: Disabled
Tenancy: Default
Kernel ID: Use Default Shutdown Behavior: Stop
RAM Disk ID: Use Default

User Data: Edit Advanced Details
Key Pair Name: No Key Pair Edit Key Pair
Security Group(s): sg-b75a&fdf Edit Firewall

15. After you launch the instance, a window displays and alerts you that your instance
is launching. Click the link provided from the window to view a list of your instances.

More...
Elastic Beanstalk | 53 EC2 VPC  CloudWatch Elastic MapReduce CloudFront CloudFormation RDS ElastiCache SQS IAM | SNS SES Route 53

Navigation

Region:
= US East (Virginia) = Getting Started = My Resources =
-
EC2 Dashboard - . You are using the following Amazon EC2 2 Refrash
G To start using Amazon EC2 you will want to launch a resources in the US East (Virginia) region:
virtual server, known as an Amazon EC2 instance.

=) INSTANCES @ 1Running Instance Q 0 Elastic IPs
Instgn:es Launch Instance
Spottequests # 1EBS Volume [\;3 0 EBS Snapshots
Reserved Instances Note: Your instances will launch in the US East (Virginia) p

R region. ® 6 Key Pairs + 0 Load Balancers
e :I 0 Placement Groups @ 2 Security Groups
Bundle Tasks )

Service Health = -

ELASTIC BLOCK STOR

Events =
Valumes Service Status
Snapshots e T & Us East (virginia): No ewvents 2 Refresh
=/ NETWORK & SECURIT » 2

Security Groups &  Amazon ECZ (US East - N. Virginia) I[VtifruﬂrleD] Related Links =
Elastic IPs connectivity

> Getting Started Guide
Elacement; Groups > View complete service health details g
Load Balancers » Documentation
Key Pairs |- Availability Zone Status

>
Matwarl Tntarfarac i ANIFC2 Resources ;I

Connecting to the Metasploit AMI from a Linux Machine

1. Open a command line terminal.

2. Use the chmod command to change the permissions for the SSH key pair to 600
For example, you can enter the following command:

chmod 600 [your keypair.pem]

10



3. From the Amazon Management Console, open the Amazon EC2 Console.
4. From the Navigation pane, click Instances. A list of your instances displays.

I" Elastic Beanstalk 55

5 — — —— 3 3 )| s = e
EC2 VPC | CloudWatch | Elastic MapReduce | CloudFront CloudFormation RDS ElastiCache 5QS 1AM | S| SES Route 53

EC2 Dashboard
Events

INSTANCES
Instgnces
Spot-lequests

Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK 5TOR
Volumes
Snapshats

NETWORK & SECURIT|
Security Groups
Elastic IPs
Placement Groups
Load Balancers
Key Pairs

Matwark Tntarfaras

US East (Virginia) +

Getting Started = My Resources =

You are using the following Amazon EC2

@ Refresh
resources in the US East (Virginia) region:

To start using Amazon EC2 you will want to launch a
virtual server, known as an Amazon EC2 instance.

Launch Instance

Note: Your instances will launch in the US East (Virginia)
region.

@ 1 Running Instance @ 0Elastic IPs

# 1EBS Volume 0 EBS Snapshots

® 6 Key Pairs A}q 0 Load Balancers

ﬁi 0 Placement Groups ) 2 Security Groups

Service Health =

Events =

Service Status

e —— o US East (virginia): No events EE’ Refresh
& Amazon ECZ (US East - N. Virginia) [RESOLVED] Related Links =
Metwork
connectivity

5 = " » Getting Started Guide
> View complete service health details

» Documentation

2 » All EC2 Resources

Availability Zone Status

=l

5. Make sure that the Metasploit instance has a Running status, and then select the

instance.
= | A z szon || Amaz A s e zon | Aamazon | & Pra——
.' Elastic Beanstalk | §3 EC2 VPC  CloudWatch Elastic MapReduce |CloudFront CloudFormation RDS ElastiCache 5QS | IAM | SNS SES Route 53
O ————
Region: i Launch Instance Instance Actions | = [T showiide || & Refresh | @ Help
= - 5 E
L LA b \"le-ing:IAH Instances j | All Instance Types j [Search € € 1totofitnstances 3 3]
EC2 Dashboard Hame * Instance AMI ID Root Device Type State Status Checks | Monitoring Sec
Event: -
vents l% msLATEST ﬂ i-399a035d ami-9a07dbf3 ebs t1.micro D running & 2/2 checks pi [l basic msd.
=/ INSTANCES
Instances

Spot Requests
Reserved Instances
IMAGES

AMIs

Bundle Tasks
ELASTIC BLOCK STOR
Volumes

Snapshots
NETWORK & SECURIT|
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Matunrk Intarfaras i

1 EC2 Instance selected.

of

@ EC2 Instance: msLATEST (i-399a035d) ec2-204-236-246-180.compute-1.amazonaws.com

Description ‘ Status Checks || Monitoring || Tags ‘
AMI:

Loading ami-2a07dbf3... Zone: us-east-1a
Security Groups: msd2secgroup Type: tl.micro
State: running Scheduled Events: No scheduled events

11



6. Click the Instance Actions list and choose Connect.

y Insta BG Instance Management —

@’5 Launch Instance Connect %
Get System L
\ﬁeuing:IAII Instance ISearch
Name : Create Image (EBS AMI) vice Type
Add/Edit Tags .
M msLATEST t1.mic

Launch More Like This

Change Termination Protection
View/Change User Data

Change Shutdown Behavior

1 EC2 Instance sel

7. The Connect Help window appears. Copy the command line example provided to
you in the Connect Help window.

Connect Help - Secure Shell (SSH) Cancel |x

Instance: i-4543ab21

To access your instance using any SSH client

1. Open the SSH client of your choice (e.g., PUTTY, terminal).
2. Locate your private key file, Test2.pem

3. Use chmod to make sure your key file isn't publicly viewable,
ssh won't work otherwise:
chmod 400 Test2.pem

4. Connect to your instance using its Public DNS
[ec2-23-20-92-49.compute- 1.amazonaws.com].

Example

Enter the following command line:

ssh -i Test2.pem root@ec?-23-20-92-49.compute-1.
| | i

Having problems?

Close

8. Run the SSH command that you copied from the Connect Help window.

ssh -i [your keypair.pem] ubuntu@ec2-50-17-112-163.compute-
1l.amazonaws.com.

12



After the login appears, the Metasploit Pro installer runs the set up script and creates an
account for you. Copy the account information that the system provides. The configuration is

complete.

Running Metasploit Pro setup script.

Starting unattended Metasploit Pro installer.

Please stand by, this will take a few minutes.

Generating initial Postgres database.

Generating SSL certificate and initial API key.

Creating a Metasploit Pro user named admin.

Please wait while the environment is loaded.

Creating user 'admin' with password '[password]'

User admin has been created, please change your password on
in.

Metasploit user created!

This Metasploit Pro instance can be accessed at: https://
hostname] : 3790

] Make sure your security group is configured to allow ALL
PORTS OPEN to your targets.

[+] The current API key is: cP3AyY8aQ28j6L0emei6mEJGQIkYQiER
[+] Installation Finished.

[+] The latest Metasploit Pro documentation can be found at:
[+] https://community.rapid7.com/community/
metasploit?view=documents

ko ok ok ok ok ok % o

(@]

‘—“—‘L_Q e e e e e e

[
[
[
[
[
[
[
[
[
1
[+
[+
[
[*

Connecting to the Metasploit AMI from a Windows Machine

©®NO O R W

Start PuTTYgen to convert the key pair pem file to a PuTTY private key file.

Click Load and browse to the location of the private key pair that you saved earlier.
You may need to change the file extensions from PuTTY Private Key Files (.ppk)
to All Files to view the pem file.

Select the pem key and click Open.

Click OK when the PuTTYgen notice appears.

Click Save private key.

Click Yes when PuTTYgen warns you about saving the key without a passphrase.
Close PuTTYgen.

From the Amazon Management Console, open the Amazon EC2 Console.

13



9. From the Navigation pane, click Instances. A list of your instances displays.

T 2
N1 | Elastic Beanstalk | 53

EC2 VPC

CloudWatch  Elastic MapReduce | CloudFront | CloudFormation| RDS

More... «

ElastiCache | 5QS 1AM | SNS SES Route 53

Amazon EC2 Console Dashboard

Region:
=

US East (Virginia) ¥

EC2 Dashboard
Events

INSTANCES
Imstgnces
Spot-lequests
Reserved Instances
IMAGES

AMIs
Bundle Tasks

ELASTIC BLOCK STOR
Volumes

Snapshots

NETWORK & SECURIT|
Security Groups
Elastic IPs
Placement Groups
Load Balancers
Key Pairs

Matwark Tntarfaras

Getting Started =

My Resources =

To start using Amazon EC2 you will want to launch a
virtual server, known as an Amazon EC2 instance.

Launch Instance

Note: Your instances will launch in the US East (Virginia)
region.

Service Health =

Service Status

Current Status Details

&  Amazon EC2 (US East - N. Virginia) [RESOLVED]
Networlc
connectivity

» View complete service health details

Availability Zone Status

You are using the following Amazon EC2 I.@ Refresh

resources in the US East (Virginia) region:

a 1 Running Instance @ 0 Elastic IPs

# 1EBS Volume 0 EBS Snapshots

® 6 Key Pairs )}; 0 Load Balancers

ﬁl 0 Placement Groups ) 2 Security Groups

Events =

& us East (virginia): No events

2 Refresh

Related Links =

» Gething Started Guide
> Documentation

» All EC2 Resources

|

10.Make sure that the Metasploit instance has a Running status, and then select the

instance.

1| Elastic Beanstalk | 53

US East (Virginia) +

EC2 Dashboard
Events

INSTANCES
Instances

Spot Requests
Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STOR
Volumes
Snapshots

NETWORK & SECURIT|
Security Groups
Elastic IPs
Placement Groups
Load Balancers
Key Pairs

Matuenrl Intarfaras i

EC2

VPC  CloudWatch Elastic MapReduce  CloudFront CloudFormation RDS

B e - e it More... w
ElastiCache SQS | IAM | SNS SES Route 53

i Launch Instance Instance Actions | =

j | All Instance Types
AMI ID
ami-9a07dbf3

\r.g-'mg=|A\I Instances

j |Search
Instance Root Device

L{g msLATEST | g i-399a035d

Name

ebs

1 EC2 Instance selected.

@ EC2 Instance: msLATEST (i-39%9a035d)

Description Status Checks || Menitoring || Tags ‘

AMI: Loading ami-9a07dbf3... Zone:
Security Groups: msd2secgroup Type:
State: running

ec2-204-236-246-180.compute-1.amazonaws.com

Scheduled Events:

[T ShowHide || ¥ Refresh | @ Help
|[€ € 1toiofiinstances $ P|
Type State Status Checks ~ Monitoring Seci
t1.micro & running & 22 checks p; [l basic msd..

us-east-1a
t1.micro

No scheduled events

11.Click the Instance Actions list and choose Connect.

m Instance Management

?q. Launch Instance Connect
Get System L
P I AllInstance -t \yindows Admin Password

I

1 EC2 Instance sel

Name Create Image (EBS AMI)
LATEST Add/Edit Tags
s Change Security Group

Change Source/Dest. Check

Bundle Instance (instance store AMI)
Launch More Like This

Disassociate IP Address

Change Termination Protection
View/Change User Data

Change Instance Type

Change Shutdown Behavior

Attach Network Interface

Detach Network Interface

ISearch

bvice Type

t1.mic
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12.The Connect Help window appears. Copy the public DNS from the Connect Help
window.

Connect to an instance Cancel | X

Instance: i-399a035d (msLATEST)

Connect with a standalone SSH Client

To access your instance:

1. Open an SSH client.

2. Locate your private key file (msf42LATEST.pem). The wizard
automatically detects the key you used to launch the instance.

3. Your key file must not be publicly viewable for SSH to work. Use this
command if needed:
chmod 400 msf42LATEST.pem

Connect to your instance using its Public DNS.
[ec2-204-236-246-180.compute- 1.amazonaws.com].

Example

Enter the following command line:

ssh -i msf42LATEST.pem root@ec2-204-236-246-180.

| | >

Connect from a Windows client using PuTTY

Connect from your browser using the MindTerm SSH Client (Java Required)

Close

13.Start PUTTY to connect to the Metasploit instance.
14.Enter the public DNS in the Host Name field.

PuTTY Configuration e |
Category:
B- Sgassion | Basic options for your PuTTY session |
g _I_:"" I.loglglng  Specify the destination you want to connect to
—|- Termina
- Keyboard Host Name (or IP address) Port
- Bell |338-245-1 80.compute-1 amazonaws .com| |22
- Features Connection type:
- Window " Raw  Telnet ¢ Rlogn & SSH ¢ Seral
- Appearance 3 ;
.. Behaviour Load, save or delete a stored session
.. Translation Saved Sessions
- Selection
+ Colours Defautt Settings loed
[=- Connection
.. Data Save
e _ s |
- Telnet Delete |
- Rlogin
- 55H
- Seal Close window on exit:
 Mways © Mever % Onlyon clean exit
About | Help | Open Cancel |

15.Choose Connection > SSH > Auth. The options for controlling SSH authentication
appears.

16.From the Authentication Parameters area, click Browse to navigate to the
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PuTTY private key file that you generated earlier.
17.Click Open.
18.An SSH session window opens. Click Yes when the security alert appears.

After the login appears, the Metasploit Pro installer runs the set up script and creates an
account for you. Copy the account information that the system provides. The configuration is
complete.

] Running Metasploit Pro setup script.

] Starting unattended Metasploit Pro installer.

] Please stand by, this will take a few minutes.

] Generating initial Postgres database.

] Generating SSL certificate and initial API key.

] Creating a Metasploit Pro user named admin.

] Please wait while the environment is loaded.

] Creating user 'admin' with password ' [password]'

] User admin has been created, please change your password on
gin.

] Metasploit user created!

] This Metasploit Pro instance can be accessed at: https://
ostname] : 3790

] Make sure your security group is configured to allow ALL
PORTS OPEN to your targets.

[+] The current API key is: cP3AyY8aQ28j6L0emeibmEJGQIkYQiER
[+] Installation Finished.

[+] The latest Metasploit Pro documentation can be found at:
[+] https://community.rapid7.com/community/
metasploit?view=documents
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Terminating the Instance

Amazon bills you when your instance begins to boot up and continues to bill you until you

terminate the instance. Therefore, it is very important that you terminate the instance when
you are done.

1. From the Amazon Management Console, open the Amazon EC2 Console.
2. From the Navigation pane, click Instances. A list of your instances displays.

W# | Elastic Beanstalk | 53

More...
EC2 | WPC | CloudWatch  Elastic MapReduce | CloudFrant | CloudFormation RDS | ElastiCache | SRS | 1AM | SHS  SES | Routes3 |~
Amazon EC2 Console Dashboard
Region: =
= US East (Virginia) ~ Getting Started = My Resources =
EC2 Dashboard You are using the following Amazon EC2 i Refresh
S To start using Amazon EC2 you will want to launch a resources in the US East (Virginia) region:
virtual server, known as an Amazon EC2 instance.
=/ INSTANCES

Instgnces
Spot-lequests
Reserved Instances
IMAGES

AMIs
Bundle Tasks

ELASTIC BLOCK STOR

Service Health

Launch Instance ;2

Note: Your instances will launch in the US East (Virginia)

ﬂ 1 Running Instance @ 0 Elastic IPs

# 1EBS Volume [%] 0 EBS Snapshots

region. Q 6 Key Pairs g}; 0 Load Balancers

“'I 0 Placement Groups ,) 2 Security Groups

Events =
Volumes Service Status
Snapshots T pe— & us East (virginia): No events 2 Refresh
=/ NETWORK & SECURIT| .
Security Groups @  Amazon EC2 (US East - N. Virginia) Lﬁig}:Em Related Links =
Elastic IPs connectivity
>
Placement Groups » View complete service health details GettingiStaited.Giide
Load Balancers » Documentation
Key Pairs Availability Zone Status
. b Y » All EC2 Resources =l
Matwark Tntarfaras 1
== More...
I. Elastic Beanstalk | 53 EC2 VPC  CloudWatch Elastic MapReduce CloudFront CloudFormation RDS ElastiCache S5QS IAM | SNS SES Route 53 ore. -
D EEEEE——
Region: ﬂ Launch Instance Instance Actions [ﬁ Show/Hide @ Refresh @ Help
= i i 1 " 1
— e ) View'mg:lA” Instances j | All Instance Types j |Search € € 1to1of1lInstances » ¥
EC2 Dashboard = Name * Instance Al ID Root Device Type State Status Checks ~ Monitoring Seci
Events @
lg msLATEST | i -399a035d ami-9a07dbf3 abs timicro @ running & 22 checks p; [ basic msd,
=] INSTANCES
Instances

Spot Requests
Reserved Instances
IMAGES

AMIs

Bundle Tasks
ELASTIC BLOCK STOR
Volumes

Snapshots

NETWORK & SECURIT|
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Matuenrl Tntarfaras i

1 EC2 Instance selected.

@ EC2 Instance: msLATEST (i-399a035d)

o

ec2-204-236-246-180.compute-1.amazonaws.com

Description ‘ Status Checks || Monitoring || Tags ‘

AMI:
Security Groups:

State:

Loading ami-9a07dbf3... Zone: us-east-1a
msd2secgroup Type: t1.micro
running Scheduled Events: No scheduled events
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4. Select Instance Actions > Terminate.

My Instances |

ﬂ% Launch Instance

\ﬁewing:IAII Instance

Name -

M msLATEST

1 EC2 Instance sel
@ EC2 Insta

Description r
AMI:

Security Group|

Instance Management

Connect

Get System Log

Get Windows Admin Password
Create Image (EBS AMI)
Add/Edit Tags

Change Security Group

Launch More Like This
Disassociate IP Address
Change Termination Protection
View/Change User Data
Change Instance Type
Change Shutdown Behavior

jork Interface
vork Interface

Attach Ne
Detach Ne

Instance Actions
Terminate %
Reboot
Stop
Start

ISearch

vice

-204-2

5. Click Yes, Terminate to confirm that you want to terminate the instance.
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